Installing your certificate on your Mac

Choose your email software from the options below.

Apple Mail Mozilla Thunderbird

Mac OS X



Using Apple Mail

Step one

Visit Comodo for your free secure email certificate by
clicking the link below.

http://www.comodo.com/home/email-security/free-
email-certificate.php

Click Free Download to obtain your certificate.

Step two

Fill out the form completely, then read and agree to the
subscriber agreement and click Next.

Note: You must provide the email address you intend to
use to submit your ballot.

Your application will be processed and you will see the
Application is successful! screen. A link will be sent to
the email address you provided on the application. Use
that link to download and install your certificate.
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Free Secure Email Certificate & Print View

Price: 100% Free

Email certificates allow you to encrypt and digitally sign —
your emails so they cannot be intercepted, read or FREE DOWNLOAD

modified by anyone except the person you sent them to.

cCOMODO

Creating Trust Online*

Application for Secure Email Certificate

Your Details
First Mame Secured
Last Mame Ballot
Email Address testinguocavai@gmail.com
Country | United States

Private Key Options
Key Size (bits): | 2048 (High Grade) =




Using Apple Mail EN

Step three

You will receive an email from secureemail@
comodogroup.com. This email will contain a link to
install your email certificate.

Click the link.

Step four

Your certificate will download to your default location.

To find it, search for CollectCCC.p7s.

Double click the file. It will open Keychain Access and
install your new certificate.

Your certificate is installed and ready for use.
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Congratulations - your Comodo FREE Personal Secure Email Certificate is now
ready for collection! You are almost able to send secure email!

Simply click an the button below to collect your certificate.

Click & Install Comodo Email Certificate

COMODO

Creating Trust Online*

Collection of Secure Email Certificate

Attempting to collect and install your Free Certificate...

Downloads Clear

™ CollectCCC.p7is

9.7 KB



Using Mozilla Thunderbird S

Step one

Visit Comodo for your free secure email certificate by
clicking the link below.

http://www.comodo.com/home/email-security/free-
email-certificate.php

Click Free Download to obtain your certificate.

Step two

Fill out the form completely, then read and agree to the
subscriber agreement and click Next.

Note: You must provide the email address you intend to
use to submit your ballot.

Your application will be processed and you will see the
Application is successful! screen. A link will be sent to
the email address you provided on the application. Use
that link to download and install your certificate.
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Free Secure Email Certificate & Print View

Price: 100% Free

Email certificates allow you to encrypt and digitally sign —
your emails so they cannot be intercepted, read or FREE DOWNLOAD

modified by anyone except the person you sent them to.

COMODO

Creating Trust Online®

Application for Secure Email Certificate

Your Details
First Name Secured
Last Mame Ballot
Email Address testinguocavai@gmail.com
Country | United States

Private Key Options
Key Size (bits): | 2048 (High Grade)




Using Mozilla Thunderbird S

Step three

You will receive an email from secureemail@
comodogroup.com. This email will contain a link to
install your email certificate.

Click the link.

Step four

Your certificate will download to your default location.

To find it, search for CollectCCC.p7s.

Double click the file. It will open Keychain Access and
install your new certificate.
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20f6

Congratulations - your Comodo FREE Personal Secure Email Certificate is now
ready for collection! You are almost able to send secure email!

Simply click an the button below to collect your certificate.

Click & Install Comodo Email Certificate

COMODO

Creating Trust Online*

Collection of Secure Email Certificate

Attempting to collect and install your Free Certificate...

Downloads Clear

™ CollectCCC.p7is

9.7 KB



Using Mozilla Thunderbird S

Mozilla
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Step five
While Keychain Access is still open, right click on the Ty b e it Bl
. . b |- testinguoccava@h . 2013 ¢
newly installed certificate and select Export. = New ldentity Preference...
Keychain will prompt you to name and save the Copy tfﬂtlr!guocava@gmall.'com )
file, then set a password for the file. Remember this Delete “testinguocava@gmail.com
assword for importing to Thunderbird in step eight. . :
P P 9 b elg Export “testinguocava@gmail.com”...
Save As: Certificates |E|
Where: | [&] Downloads =
N |
' File Format: | Personal Information Exchange (.p12) 3]
|
| Cancel | | Save |
& System Y = — h—d
System Roo
Enter a password which will be used to protect
S the exported items: 0
Mac OS X ol |
. Password: |ssssssssssssas lzl
Calegor\f_‘
I A Al ltems Verify: | aaaaaaaaaaaaaa |
4. Passwords !
Secure Notel Password Strength: Excellent
=] My Certifical
_— T Keys —
é Certificates @ |7Cancel )
-




Using Mozilla Thunderbird

Step six

After setting the certifiate password, Keychain will

ask you to provide your account password. Enter the
password used for your Mac account. If you don’t have
a password set for your account, leave the password
blank.

Click Allow to continue.

Step seven

Open Thunderbird and navigate to Tools>Account
Settings, then select Security (red arrow).

Click View Certificates (green arrow) to begin importing
your email certificate.
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(1T PR N = T . W i P

Il

Categc-rv_,
A All ltems
4. Passwords

Secure Notes

El My Certiﬁr.'
& Kews

g e as nan w

Keychain Access wants to export key “Key
from secure.comodo.com” from your keychain.

—
ap

To allow this, enter the “login” keychain password.

Password: |II-.I-.II-.I-.I |

|

| Always Allow | | Deny Allow J

SEaru an ISIAYEI... o

¥ Local Folders
Junk Settings
Disk Space

¥ testinguecava@gmail.com
Server Settings
Copies & Folders
Composition & Addressing
Junk Settings
Synchronization & Storage
Return Receipts
Security

Qutgoing Server (SMTP)

To send and receive signed or encrypted messages, you should specify both a digital l_
signing certificate and an encryption certificate. ‘a2

Digital Signing

Use this certificate to digitally sign messages you send:

| select.. | Clear

Digitally sign messages (by default)

Encryption

is certificate to encrypt & decrypt messages sent to you

Account Actions

[ select... | Clear L
Default encryption setting when sending messages: |||
*INever (do not use encryption)
Required (can't send message unless all recipients have certificates)
Certificates
| Wiew Certificates | | Security Devices 166
163

| Cancel | | OK




Using Mozilla Thunderbird
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Step eight

From the Certificate Manager screen, select Import... P — P ——— eerr—e—

. . . . ; People Servers Authorities Others | )
The Certificate File to Import window will appear. :
NaVIgate to the |Ocat|0n Of your Saved Certlﬁcate, then l You have certificates from these organizations that identify you: J
Click open Certificate Name Security Device Serial Number Expires On B

View.. Backup... Backup All... | | Import... | Delete...
Lok |
- =

0006 Certificate File to Import =

il 1= |[ = v | [ & Downloads @ i
FAVORITES

IR

AII My Files CollectCCC.p7s
/\; Applications
IZI Desktop
@ Documents
y Uownloads Mame Certificates.pl2
| | H Movies Ksi_’;: ;_KE E
JJ Music Creatled Today 10:59 AM

MaC OS X Pictures Modified Today 11:09 AM
Today 11:09 AM

Last opened
DEVICES
| JOSHKI...

»

Format: | PKCS12 Files :]

[ ] Hide extension | Cancel | @




Using Mozilla Thunderbird
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Step eight (cont'd)

Type the password you set in step five and click OK. ekl St e L

) o . . . Please enter the password that was used to encrypt this —————
Thunderbird will display the certificate details. Click OK. ! certificate backup. thers |
Thunderbird will also prompt you to select a certificate
for gncrypting messages. Click Yes to use your new tificates fre o i [ veesssnsesnes |
certificate. Name | pires On

| Cancel |[ OK ]

You will see a success message when your certificate has
been successfully imported for use in Thunderbird. Click
OK. J

Certificate: | testinguocava@agmail.com [00:AD:4C:B9:4D:57:9AAE: 1E:84:79:09:EA:AGCD:CDIAF) =
Your certificate is installed and ready for use. | Details of selected certificate:

lssued to: E=testinguocava@gmail.com
Serial Number: 00:AD:4CES: 4D 57:9AAE 1E:84:79:09: EA:AG:.CD.CDLAF
Valid from 1/1%/12 18:00:00 to 1/19/13 17:59:59
Purposes: Sign,Encrypt
Certificate Key Usage: Signing,Key Encipherment
Email: testinguocava@gmail.com
lssued by: CN=COMODO Client Authentication and Secure Email CA,0=COMODO CA
Limited,L=Salford ST=GCreater Manchester,C=GB
Stored in: Software Security Device|

mE T

| Cancel | [ 0K ]

From Certificate Customer Services <secureemaili@comodogroup.com=> o o M .Wi

» Tag - | O Search all messages... <38k

Thunderbird .

the
You should also specify a certificate for other people to E

use when they send you encrypted messages. Do you |
want to use the same certificate to encrypt & decrypt r Ser
messages sent to you?

Mac OS X

i | No | [ Yas ]




	Using Apple Mail
	Using Mozilla Thunderbird

